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Ask ron deibert how to think about cyberspace and you won’t get 
an impenetrable discourse on network architecture. For diebert, 
director of the University of toronto’s citizen lab, a digital watch-
dog that researches the exercise of political power in cyberspace, 
it’s much simpler than that. “We should think about it as a glob-
al commons,” he says. “something like the environment that we 
need to work together to steward and protect.”

diebert, who wrote Black Code: Inside the Battle for Cyberspace, 
a documentary film adaptation of which premiered at the toronto 
international Film Festival last september, knows plenty about pro-
tecting and stewarding cyberspace, especially in regions where in-
ternet use is growing. Here, he discusses the lab’s cyber stewards 
Network, which partners with groups in the global south — Africa, 
latin America, developing Asian nations and the middle east — to 
uncover emerging digital threats.

on cybersecurity issues in the global south
the most interesting issues in cybersecurity come from the 
global south. the majority of the world’s population resides 
there, and the growth of internet users is extraordinary. in indo-
nesia alone there are about 800,000 new users a month. 

most of that growth is happening in countries that are failed 
states or that are sliding into, or just emerging from, author-
itarianism. many are conservative cultures that have different 
norms around access to information and freedom of speech, 
and in many there are insurgencies, armed conflict and terror-
ism. these states are the target of a huge market selling prod-
ucts and services that enable governments to engage in mass 
surveillance, cellphone tracking and social-media monitoring. 
that’s why we have to pay attention to what’s happening there.

on the formation of the cyber stewards network
the development of the internet is one of the most profound 
changes in communications in human history. We need people 
around the world working locally but thinking globally about how 
to protect it, so in partnership with the international development 
research centre, citizen lab formed the network, which combines 
research and advocacy. A lot of the groups in the network want to 
do more than just research — they want to push for change. We 
help them with the research and they do the advocacy.

A clip from black code, the documentary film based on ron 
deibert’s book of the same name. the film made its world pre-
miere at the toronto international Film Festival in september, 
and is scheduled to be released in canada in early 2017.

on how the network helped exiled tibetans
one of our most successful partnerships was with some exiled 
tibetans in dharamsala, india. As targets of highly sophisticated 
cyberattacks by the chinese government, tibetans are like canar-
ies in the coal mine — they are often the first in the world to be hit 
by new kinds of threats.

the groups we worked with shared samples of malicious software 
and email attachments they’d received. they also allowed us to better 
understand their communities, how they grappled with these attacks 
and the harm that comes from cyber espionage, which helped inform 
our research. they then developed better ways to defend themselves 
against these threats. For example, they created a campaign called 
detach from Attachment, which plays on buddhist philosophy and 
teaches people not to click on email attachments, which was the pri-
mary way they were being targeted. they also have a project called 
be a cyber superhero that takes the findings of our collaborative re-
search to teach the community how to mitigate the threat.

on what happens if the global community  
doesn’t work for a secure cyberspace
Unfortunately, there’s a silent epidemic in civil society. Activ-
ists, journalists and NGos are being targeted with the most 
advanced surveillance technologies, and they’re not equipped 
to deal with it. Unlike governments or private companies, they 
don’t have the resources to hire digital security experts or com-
panies to monitor their networks. sometimes, they barely have 
enough resources to hire someone to plug in the printer, let 
alone deal with chinese cyber espionage.

Governments — whether in Nigeria, latin America or the mid-
dle east — are putting in draconian restrictions such as mass 
surveillance programs and curtailing the activities of journalists, 
all under the rubric of cybersecurity. securing cyberspace involves 
more than technical solutions because however valuable those 
may be, they’re not going to solve the problem in its entirety 
because technologies are always changing. We also need to ap-
proach the problems as an issue that arises from government and 
private-sector behavior, which will require wholesale legal and pol-
icy changes. otherwise, these restriction and surveillance activi-
ties will ultimately result in a crisis of democracy.

ron deibert, director of the University of toronto’s citizen lab, 
which runs the cyber stewards Network. the network works 
to combat digital threats in Africa, latin America, developing 
Asian nations and the middle east. (Photo: riley stewart/munk 
school of Global Affairs)

https://citizenlab.org/
http://blackcodebook.com/
http://blackcodebook.com/
https://cyberstewards.org/
https://cyberstewards.org/
https://vimeo.com/32992617
https://www.cybersuperhero.net/


Activity 14

cAnAdA’s cyber stewArd on digitAl espionAge,  
democrAcy And protecting the internet  

ron deibert, the director of citizen lab, the University of toronto’s vaunted digital watchdog, explains the importance of the cyber 
stewards network project, which supports building cybersecurity in places such as Asia, Africa and latin America

reAding As thinking

Answer the following in complete sentences.

1.  before you read the article, read the following quotation from the text: “they barely have enough resources to hire 
someone to plug in the printer, let alone deal with chinese cyber espionage.” Predict some of the themes of the 
article based on this quotation. 
 
 
 
 

2. in 200 characters or fewer, state the main idea of the article.   
 
 
 

3. if  you were to add another photo to the article, what would it depict and what would its caption be? Justify your choices. 
 

4. What might be some reasons for the rapid growth of internet use in the global south? 

5. Why do we need to pay attention to cybersecurity issues in the global south?

After reading the article: 
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6.  Predict what would happen if the global community does not work to make cyberspace secure. Use your own ideas 
and evidence from the text to justify your predictions. 
 
 
 
 
 

7. How would restrictions and surveillance jeopardize democracy? 

8.  in the article, ron deibert says, “We should think about it as a global commons. something like the environment 
that we need to work together to steward and protect.” do you agree with this perspective? Why or why not?
 in the article, it is mentioned that drones are being used to take pictures and videos as a way to study the coastal 
areas. What are some concerns people might have about using drones?
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  concerns   possible solUtions

citizens

government

police

other

think-Pair-share

9.    Think 
Watch the clip from Black Code. think of the difficulties that arise in balancing cyberspace security and personal 
privacy. From different perspectives, explain the concerns of the groups listed below regarding this balance.  
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online

1.  Using Google maps, locate dharamsala, india, and 
explore the city by using street View and the satellite 
and map modes. Using the quick facts section and 
other research tools find the following: 
a. the population 
b. the neighbouring cities 
c. the major bodies of water 
d. the distance between dharamsala and tibet 

2.  read through the articles posted on the media sec-
tion of Black Code: Inside the Battle for Cyberspace.

3.  Watch this video of ron deibert’s tedx talk to re-
flect more on privacy and technology. 

4.  learn more about the work that  
cyber stewards Network is doing.

5.  read more about be a cyber superhero.

6.  Watch some of tibet Action institute’s  
cybersafety videos. make your own video. 

7.  explore the stop. think. connect. website for tips 
and resources to stay safe online.  

10.    Pair   
compare your answers with a partner. discuss some solutions to address the concerns.  
What role would each stakeholder play? 

11.    Share  
As a class, share your concerns from each perspective and develop roles for each stakeholder to balance 
personal privacy and cybersecurity. What consequences would there be if the stakeholder were to work  
outside their role?  

https://www.google.ca/maps/place/India/%4020.1537918%2C64.5112647%2C4z/data%3D%213m1%214b1%214m5%213m4%211s0x30635ff06b92b791:0xd78c4fa1854213a6%218m2%213d20.593684%214d78.96288%3Fhl%3Den
http://blackcodebook.com/
https://www.youtube.com/watch?v=yAJ6BtZDhUk
https://cyberstewards.org/
https://www.cybersuperhero.net/
https://vimeo.com/tibetaction/videos
https://stopthinkconnect.cc/
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crossword: 

Across
2.    A system of government, known as the  

“rule of the commoners”
3.    close observation
6.    relating to computers
7.   Gaining political independence
9.    extra parts
10.  A custodian
11.  oppressive
12.  spying
13.  An outbreak
14.  inexplicable

down
1.    A monitor
4.    computer networks and the web 
5.    A region extending from egypt to  

Western Asia
8.   in reference to the whole planet


